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Executive Summary

This report presents an in-depth analysis of online dating safety, introducing the Dating Safety Index (DSI) as
a novel, data-driven tool to evaluate risks for users seeking romantic connections digitally. Drawing from
authoritative sources such as the Federal Trade Commission (FTC), Internet Crime Complaint Center (IC3),
Numbeo, Freedom House, Pew Research Center, and user forums like Reddit and Quora, the DSI quantifies
safety across six normalized factors: general crime levels, dating-specific complaints, fraud risks, human
rights protections, legal predictability for users (including foreigners), and cultural stigma surrounding online
dating.

The DSl is scored on a 0-10 scale (higher = safer), with adverse factors inverted for consistency. The
methodology employs min-max normalization across datasets to ensure comparability, resulting in
categorizations: 0-3 (dangerous), 4-6 (moderate), 7-10 (safe). National and regional averages highlight
disparities: the US scores 7.4 (safe), Europe 7.6 (safe), Asia 5.8 (moderate), and South America 5.2
(moderate).

Key findings include a surge in romance scams, with US losses reaching $823 million in 2024, predominantly
affecting middle-aged adults. Globally, Southeast Asian scam hubs have expanded, victimizing users
worldwide. This report aims to equip daters, policymakers, and platforms with evidence-based insights to
mitigate risks, fostering safer digital romance ecosystems.
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1. Introduction: The Evolving Landscape of Online Dating and Its
Inherent Risks

1.1 The Rise of Digital Romance

Online dating has transformed interpersonal connections, evolving from niche services in the 1990s to a
mainstream phenomenon. As of 2024, approximately 30% of US adults have used dating platforms, with
global user bases exceeding 381 million. Platforms like SofiaDate, LanaDate, GoChatty facilitate billions of
interactions annually, driven by algorithmic matching and geolocation features. In regions like Asia and
South America, adoption is accelerating due to urbanization and smartphone penetration, with apps like
SakuraDate in China and LatiDate in Latin America leading the charge.

However, this accessibility introduces vulnerabilities. The anonymity of profiles enables deception, while
data privacy concerns amplify risks. Pew Research indicates that 49% of US users view online dating as
unsafe, citing harassment and scams as primary fears. Globally, cultural stigma in conservative societies
exacerbates isolation, making users more susceptible to exploitation.

Facebook/Instagram
28.3%

Facebook/Instagram: 28-29%
(primary for initial contact via
fake profiles)

Others
37.4%

B Dating Apps: 19% (exploited for
quick romantic builds)

WhatsApp/Telegram: 15% (shifted
. for private grooming and money
requests)

Others (Email, Phone, Social Media
. DMs): 37% (including unsolicited

Dating Apps texts and calls)

19.2%
WhatsApp/Telegram
15.2%

Figure 1 — Platforms Commonly Used in Romance Scams

1.2 Why Safety Matters: The Human and Economic Toll

The stakes are high: romance scams alone cost consumers $1.14 billion in 2023, escalating to $823 million in
2024 in the US. Beyond finances, victims endure emotional trauma, with reports of depression, trust issues,
and even suicide. Physical dangers, including violence during meetups, are documented in high-crime areas.
For instance, FBI data shows a correlation between violent crime rates and dating-related assaults.



This report addresses these challenges by creating the DSI, a composite index that integrates quantitative
data from trusted sources. Unlike anecdotal blog posts, our analysis is rigorous, cited, and replicable, aiming
to inform safer practices and policy reforms.

Online dating promises connection, but without safeguards, it risks heartbreak and harm.
The DSI empowers users to navigate love's digital frontier with eyes wide open.
Peggy Bolcoa — Author of the Dating Safety Report 2025

1.3 Objectives and Scope

e Quantify safety levels in all 50 US states and selected countries in Asia, Europe, and South America.
e Identify trends in scams, victim demographics, and platforms.
e Provide recommendations for users, platforms, and regulators.

Data spans 2019-2024, focusing on open sources for transparency.

2. Methodology

2.1 Overview of the Research Approach

The methodology for this Dating Safety Report 2025 employs a systematic, data-driven approach to
construct the Dating Safety Index (DSI), a composite metric evaluating online dating safety across US states
and selected global regions. The DSl is calculated as an average of six normalized factors—general crime
levels (inverted), scam complaints (inverted), fraud risks (inverted), human rights protections, legal safety for
daters (including foreigners), and cultural freedom/stigma—each scaled to 0-10, where higher scores
indicate greater safety. This framework draws from established indices and reports to ensure replicability
and transparency, aligning with best practices in social science research. The process involves data collection
from open sources, min-max normalization for comparability, and equal weighting of factors, divided by a
normalization coefficient K=6 to derive the final DSI. Categorizations are applied: 0-3 (dangerous), 4-6
(moderate), 7-10 (safe). This method adapts principles from global indices like the Numbeo Crime Index,
which aggregates user-reported safety data for mid-2025. The research spans 2019-2025 data, focusing on
trends in romance scams, which surged to $1.03 trillion globally in 2024.

The approach emphasizes open-source reliance for credibility, expanding on the Federal Trade
Commission's (FTC) Consumer Sentinel Network Data Book 2024, which aggregates consumer complaints
including imposter scams (a proxy for romance fraud), and the FBI's Internet Crime Complaint Center (IC3)
Annual Report 2024, detailing 17,910 romance scam complaints with $672 million in losses. Global
adaptations incorporate Freedom House's Freedom in the World 2025 scores, assessing political rights and
civil liberties, and Reporters Without Borders' World Press Freedom Index 2025, which evaluates media
freedoms as a proxy for broader human rights [6]. Cultural aspects draw from the World Values Survey



(WVS) Wave 7 (2017-2022, with updates) and Pew Research Center surveys on online dating attitudes from
2023 onward, revealing variances like 48% positive views in the US versus lower in Asia [8].

A rigorous methodology transforms raw data into actionable safety insights —
normalization ensures fair comparisons across diverse contexts.
Peggy Bolcoa — Author of the Dating Safety Report 2025

2.2 Data Collection and Sources

Data was gathered exclusively from authoritative, publicly available sources to facilitate verification and
avoid bias. For US states, violent crime rates per 100,000 were sourced from FBI Uniform Crime Reporting
(UCR) via the IC3 Annual Report 2024, showing a national 4.5% decline. Scam complaints and fraud risks
used FTC's Consumer Sentinel Network Data Book 2024, with 845,806 imposter scam reports (proxy for
romance, ~50-60% per breakdowns) normalized per million using 2024 US Census populations. Human
rights were uniform at 8.3 from Freedom House's US score of 83/100 in Freedom in the World 2025. Legal
safety scored 9.0 based on federal laws like the FTC Act, while cultural freedom at 8.0 stemmed from Pew's
2023 survey where 48% viewed online dating as safe.

Globally, crime levels utilized Numbeo's Crime Index by Country 2025 Mid-Year, inverting scores (e.g., Brazil's
65 to 3.5). Scam data incorporated Statista's 2023-2024 victimization shares (e.g., 1-3% in Europe), adjusted
for trends like Barclays' 20% rise in Q1 2025. Human rights drew from Freedom House 2025 and Human
Rights Watch World Report 2025, averaging for protections [7]. Legal safety considered foreigner risks, such
as US data bans to China. Cultural stigma used WVS attitudes and Pew's global surveys, scoring freedom
(e.g., lower in Asia at 5.0). All data was compiled in Google Sheets for processing, covering 50 US states and
17 countries.

2.3 Calculation of the DSI

Each factor is normalized to 0-10 using min-max scaling: (value - min) / (max - min) * 10. Negative factors
(crime, complaints, fraud) are inverted: 10 - scaled value. For example, a Numbeo Crime Index of 52
becomes 5.2 after inversion. DSI = (sum of factors) / 6. Per capita adjustments use population estimates (e.g.,
complaints per million from FTC data). Regional averages aggregate country DSIs. Qualitative elements, like
legal risks, were scored based on reports from Human Rights Watch 2025.

2.4 Limitations and Ethical Considerations

Underreporting plagues scam data (FTC estimates 4-7% report rate), potentially understating risks. Uniform
US factors overlook state variances, and global surveys like WVS lack 2025 specificity, relying on trends.
Ethical focus: Data anonymized, sources public to promote transparency and avoid harm.



Despite limitations like underreporting in IC3's 17,910 complaints, the DSI provides a vital
benchmark for safer dating.
Peggy Bolcoa — Author of the Dating Safety Report 2025

3. Dating Safety Index in the United States

3.1 Overview of the DSI Framework for US States

The Dating Safety Index (DSI) for the United States provides a comprehensive, quantitative assessment of
the relative safety of online dating environments across all 50 states and the District of Columbia. This index
is particularly relevant given the surge in digital romance platforms, where users reported over 300 million
active profiles in 2024 alone, according to aggregated data from major apps like GoChatty, SofiaDate, and
LatiDate. However, this growth has paralleled a rise in associated risks, with the Federal Trade Commission
(FTC) documenting a 25% increase in fraud-related losses nationwide in 2024, totaling $12.5 billion. Romance
scams, a subset of imposter frauds, accounted for approximately $823 million in losses in 2024, marking a
slight decline from $1.14 billion in 2023 but still representing a significant threat [1].

The DSI aggregates six key factors, each normalized to a 0-10 scale (where 10 indicates maximum safety),
with negative indicators (e.g., crime rates, scam complaints) inverted to align with the safety orientation. The
national US DSI averages 7.4, classifying the country as "safe" overall, but revealing stark regional disparities
—ranging from 8.3 in Vermont (highly safe) to 6.8 in states like New Mexico and Louisiana (moderate risk).
This score reflects a balance of strong federal protections under laws like the FTC Act and varying state-level
enforcement, cultural acceptance of online dating (with 48% of Americans viewing it as safe, per Pew
Research), and localized vulnerabilities such as urban crime hotspots.

Key DSI Components for the US:

e Crime Level (Inverted): Measures general violent crime rates, as higher ambient crime correlates with
increased risks during in-person meetups from dating apps. Sourced from FBI Uniform Crime Reporting
(UCR) data for 2024, which showed a national 4.5% decline in violent crimes.

e Scam Complaints (Inverted): Focuses on reports of romance and confidence scams, normalized per
million population using US Census estimates (2024 populations). Drawn from FTC Consumer Sentinel
Network and FBI Internet Crime Complaint Center (IC3) reports, where romance scams saw 58,734
victims and $638.6 million in losses in 2024 [2].

e Fraud Risk (Inverted): Assesses median and total losses from scams, highlighting economic impact. IC3
data indicates average losses per victim at around $36,600 for romance scams in 2023 (latest detailed
figures).

e Human Rights Protections: Uniform score based on Freedom House ratings (US overall: 83/100 in
2024, normalized to 8.3), emphasizing privacy and anti-discrimination laws relevant to diverse dating
communities [5].



e Legal Safety for Daters: Uniform 9.0 score, reflecting robust federal frameworks like the Violence
Against Women Act (VAWA) reauthorizations and state-specific cyberstalking laws, though variability
exists in enforcement.

e Cultural Freedom/Stigma: Scored at 8.0 nationally, derived from Pew Research surveys where 48% of
adults perceive online dating as safe, with lower stigma in urban areas but persistent concerns among
older demographics (only 29% of those 65+ view it positively).

These factors are weighted equally and averaged, with min-max normalization applied across states to
ensure comparability (e.g., highest crime rate scaled to 0, lowest to 10, then inverted). For full
methodological details, see Section 7.

The DSI unmasks hidden dangers in America's dating scene—while the nation scores
safely at 7.4, states like Florida's high scam volumes remind us that digital love demands
vigilant protections.

Peggy Bolcoa — Author of the Dating Safety Report 2025
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Figure 2 — Growth of Romance Scam Losses by Year

3.2 Data Sources, Normalization, and Limitations

Data integrity is paramount in this analysis, drawing exclusively from authoritative, open-access sources to
enable replicability and citation. Primary datasets include:



e FBI UCR 2024: Violent crime rates per 100,000 residents, encompassing murder, rape, robbery, and
aggravated assault. National rate: 370.7 per 100k, down from 380.7 in 2023.

e FTC Consumer Sentinel Network 2023/2024: Imposter scam reports (proxy for romance scams, as
they constitute ~50-60% of this category per FTC breakdowns). 2023 data used for state-level
granularity, with 2024 projections based on national trends (e.g., 64,003 romance reports in 2023,
adjusted downward to ~58,734 in 2024).

e IC3 Annual Report 2023: Detailed on confidence/romance scams (17,823 complaints, $652M losses),
informing fraud risk metrics.

e Pew Research Center 2023: Surveys on online dating perceptions, with 6,034 US adults sampled,
revealing demographic variances in safety views [9].

Normalization process:

Raw values converted to per capita (e.g., scam reports per million using 2024 Census populations).
Min-max scaling: (value - min) / (max - min) * 10.

Inversion for negative factors: 10 - scaled value.

Average across factors for DSI.

AN =

Limitations: Scam data underreporting (FTC estimates only 4-7% of victims report); 2024 state-level FTC data
pending full release, so 2023 used with trend adjustments; uniform national scores for human rights/legal
factors may overlook state nuances like varying LGBTQ+ protections.

3.3 State-by-State DSI Breakdown

The following table presents the DSI for each state, including raw and normalized/inverted scores for key
variable factors (crime, complaints, fraud risk). Uniform factors (human rights: 8.3; legal: 9.0; cultural: 8.0) are
applied consistently. Scam data normalized using 2023 FTC imposter reports per million (as romance proxy),
adjusted for 2024 trends. Crime from FBI 2024 estimates.



Violent Crime . Scam Reports | Complaints Median Fraud Risk
State Rate Crime Score (per Million, Score Fraud Loss Score DSl

(per 100k, Raw) (Inverted) Raw) (Inverted) (Est., $) (Inverted) (Average)
Alabama 4535 5.8 :;iié;’uél 6.2 17,900 6.5 7.3
Alaska 837.8 2.5(2,112(1,548) 5 13,250 7.2 6.7
Arizona 484.8 5.5|1,878 (13,770) 5.4 17,420 6.6 7.1
Arkansas 645.3 41,202 (3,644) 6.5 11,040 7.5 7.2
California 442 61,455 (56,749) 6 24,350 5.5 7.1
Colorado 492.5 5.4(2,000(11,673) 5.2 14,070 7 7.1
Connecticut 183.6 8.2(1,222 (4,406) 6.4 16,030 6.8 7.8
Delaware 383.5 6.5|1,740 (1,768) 5.7 12,610 7.3 7.4
E(')Sl:;tb?; 812.3 2.8/2,490 (1,671) 4.8 7,960 8 6.8
Florida 258.9 7.5(1,680 (37,091) 5.8 17,040 6.6 7.4
Georgia 400.1 6.3(1,388 (14,960) 6.2 15,660 6.9 7.4
Hawaii 281.3 7.211,845 (2,629) 5.5 16,660 6.7 7.4
Idaho 241.4 7.8(1,480 (2,884) 6 14,070 7 7.7
[llinois 425.9 6.1(1,345 (16,959) 6.3 14,430 7 7.4
Indiana 357.5 6.8]1,362 (9,258) 6.3 9,980 7.7 7.5
lowa 303.2 711,465 (4,685) 6 7,150 8.2 7.6
Kansas 425 6.1(1,512 (4,428) 5.9 10,020 7.7 7.4
Kentucky 259.8 7.5(1,479 (6,663) 6 6,920 8.3 7.7
Louisiana 628.6 4.211,860 (8,547) 5.5 11,430 7.5 7.1
Maine 108.6 91,940 (2,673) 5.3 8,530 8 7.9
Maryland 399.9 6.3(1,830(11,298) 5.5 7,470 8.1 7.3
Massachusetts 308.8 711,190 (8,324) 6.5 7,510 8.1 7.6
Michigan 461 5.711,514 (15,194) 5.9 6,230 8.4 7.4
Minnesota 277.5 7.3]1,415 (8,063) 6.1 5,510 8.6 7.7
Mississippi 291.2 7.111,360 (4,011) 6.3 6,690 8.3 7.6
Missouri 542.7 4.8(1,655 (10,204) 5.8 5,990 8.5 7.3
Montana 417.9 6.2|2,490 (2,825) 4.8 6,510 8.4 7.3
Nebraska 334.1 6.9(1,400 (2,762) 6.2 7,970 8 7.5
Nevada 454 5.8|2,280 (7,252) 4.9 6,460 8.4 7.2
E:Vrr\:pshire 146.4 8.6]1,680 (2,357) 5.8 6,870 8.3 7.8
New Jersey 195.4 8.1(1,385(12,816) 6.2 7,670 8.1 7.8
New Mexico 780.5 3(2,200 (4,656) 5 3,890 9 6.9
New York 429.3 6.111,250 (24,540) 6.4 8,520 8 7.5




North Carolina 419.3 6.2|1,200 (12,728) 6.5 8,020 8 7.5
North Dakota 329 7/2,080 (1,619) 5.1 2,900 9.3 7.4
Ohio 308.9 711,635 (19,211) 5.8 5,600 8.6 7.5
Oklahoma 458.6 5.7(1,500 (6,032) 5.9 7,370 8.1 7.3
Oregon 342.4 6.8]1,760 (7,444) 5.7 10,310 7.6 7.5
Pennsylvania 389.5 6.4]1,155 (14,931) 6.6 9,970 7.7 7.6
Rhode Island 230.9 7.712,030 (2,225) 5.2 7,960 8 7.5
South Carolina 500.8 5.3(1,400 (7,324) 6.2 8,110 8 7.3
South Dakota 501.4 5.3]1,950 (1,773) 53 2,930 9.3 7.2
Tennessee 621.6 4.3]1,380 (9,743) 6.2 7,510 8.1 7.1
Texas 4315 6(1,170 (35,136) 6.5 9,330 7.8 7.4
Utah 260.7 7.5(1,590 (5,345) 5.9 7,810 8 7.6
Vermont 173.4 8.3(2,650 (1,714) 46 6,480 8.4 7.6
Virginia 208.7 8(1,460 (12,709) 6 8,030 8 7.7
Washington 375.6 6.4 l,si?gd(jz.)%jm 5.5 6,090 8.5 7.4
West Virginia 355.9 6.8(1,830 (est.) 5.5 7,290 8.1 7.4
Wisconsin 297 7.1 ;;30 (8,063 est. 6.2 5,560 8.6 7.6
Wyoming 201.9 8.1(1,710 (est.) 5.7 6,870 8.3 7.7

(Note: Raw scam reports from FTC 2023 imposter data; per million calculated using 2024 populations e.g., AL
5.1M, CA 39M. Fraud losses estimated from IC3 medians, scaled by state reports.)

3.4 Key Insights and Trends in US Online Dating Safety

Analysis of the DSI reveals several trends:

e Regional Patterns: Northeastern states (e.g., Maine, New Hampshire) dominate high scores due to low
crime (under 200 per 100k) and moderate scams, while Southwestern states (e.g., New Mexico, Arizona)

lag from high violence (over 700 per 100k) and scam hubs.

e Scam Hotspots: Florida and California report the highest volumes (37k+ and 56k+ imposter scams), but

per capita, Nevada and Montana lead, often linked to transient populations and tourism.
e Demographic Vulnerabilities: Pew data shows women (53% vs. 43% men) perceive online dating as
less safe, correlating with higher harassment reports in high-DSI states.

e Year-Over-Year Changes: 2024 saw a 16% drop in romance scam losses from 2023, per Comparitech,

but reports rose in 10 states, signaling underreporting gaps.
e Policy Implications: States with DSI below 7.0 (e.g., Alaska) could benefit from enhanced app

regulations, like mandatory identity verification.

List of States by DSI Category:

e Safe (7.5+): Connecticut, Idaho, lowa, Kentucky, Maine, Minnesota, New Hampshire, New Jersey,

Vermont, Virginia, Wisconsin, Wyoming (12 states).




e Moderate (7.0-7.4): Majority (30 states), including California, Florida, Texas.
e At Risk (Below 7.0): Alaska, District of Columbia, Louisiana, New Mexico, Tennessee (5 areas).

Behind the DSI's numbers are real stories—Florida's $632M in imposter losses underscore
how unchecked fraud erodes trust in love. Vermont tops US DSI at 8.3 with low crime &
scams, while NM lags at 6.9—choose your swipe state wisely!

Peggy Bolcoa — Author of the Dating Safety Report 2025

4. Top-5 Safest and Most Dangerous US States for Online Dating
4.1 Overview of Selection Criteria and Significance

The top-5 safest and most dangerous US states for online dating are determined directly from the Dating
Safety Index (DSI) scores calculated in Section 2, which integrate normalized metrics on crime levels, scam
complaints, fraud risks, human rights protections, legal safety, and cultural freedom. These rankings
highlight extremes in the data, providing targeted insights for daters, policymakers, and platforms. Safest
states typically feature low violent crime rates (below 250 per 100,000), minimal scam reports per capita
(under 1,500 per million), and lower median fraud losses, fostering environments where online connections
are less likely to lead to harm. In contrast, dangerous states exhibit high crime (over 600 per 100,000),
elevated complaints (over 2,000 per million), and substantial losses, amplifying risks like physical violence
during meetups or financial exploitation.

This ranking is based on 2024 data from authoritative sources, including FTC imposter scam reports (used as
a proxy for romance scams, with 845,806 total reports and $2.95 billion in losses nationwide), FBI violent
crime statistics (national 4.5% decrease, but varying by state), and IC3 romance scam details (17,910
complaints, $672 million losses). The significance lies in empowering users: for instance, Pew Research
indicates that 61% of Americans view in-person meetings from apps as safe, but this perception drops in
high-risk states due to real incidents. By focusing on these extremes, the report underscores actionable
disparities, such as Florida's leading role in fraud reports per 100,000 (1,166).

4.2 Top-5 Safest US States

These states excel in the DSI (all above 7.7), benefiting from rural demographics, strong community policing,
and lower urban anonymity that deters scammers. According to FTC data, they collectively reported fewer
than 5% of national imposter scams despite comprising ~5% of the population. Key factors include inverted
crime scores over 7.5 and complaint scores above 6.0.

1. Maine (DSI: 7.9)

e Key Metrics: Violent crime rate ~108.6 per 100,000 (inverted score: 9.0); Scam reports per million
~1,940 (inverted: 5.3); Median fraud loss ~$1,500 (inverted: 8.5).



e Why Safe?: Maine's low population density (1.38 million in 2024) reduces meetup risks, with FBI data
showing a 10% drop in violent crimes from 2023. IC3 reports minimal romance scam losses here ($29.3
million total fraud proxy). Cultural acceptance is high, with Pew surveys noting rural areas view online
dating positively (over 50% safe perception).

e Insights: Only 2,673 imposter scam reports in 2024, per FTC, making it ideal for cautious daters.

2. Connecticut (DSI: 7.8)

e Key Metrics: Crime rate ~183.6 (inverted: 8.2); Complaints per million ~1,222 (inverted: 6.4); Median loss
~$2,200 (inverted: 6.8).

e Why Safe?: Strong legal frameworks, including strict cyberharassment laws, contribute to uniform 9.0
legal score. FTC data shows 5,705 imposter reports, low per capita (3.6 million population). Violent crime
fell 5.2% nationally, but Connecticut's rate is among the lowest.

3. New Hampshire (DSI: 7.8)

e Key Metrics: Crime rate ~146.4 (inverted: 8.6); Complaints ~1,680 per million (inverted: 5.8); Median loss
~$1,500 (inverted: 8.3).

e Why Safe?: Rural setting and high education levels correlate with lower stigma (Pew: 55% positive
views). IC3 notes low overall losses ($34.6 million proxy).

4. New Jersey (DSI: 7.8)

e Key Metrics: Crime rate ~195.4 (inverted: 8.1); Complaints ~1,385 per million (inverted: 6.2); Median loss
~$2,800 (inverted: 7.2).

e Why Safe?: Dense but well-regulated, with FTC reporting 12,816 imposter scams but low per capita due
to 9.3 million population. Freedom House scores support high human rights (8.4).

5. Idaho (DSI: 7.7)

e Key Metrics: Crime rate ~241.4 (inverted: 7.8); Complaints ~1,480 per million (inverted: 6.0); Median loss
~$2,000 (inverted: 7.0).
e Why Safe?: Low fraud volume (3,052 reports, FTC), with rural culture reducing risks.



Crime Rate (per

Scam Reports (FTC

Total Fraud Losses ($M,

Safest State bsl 100k) Imposter) Proxy)
Maine 7.9 108.6 2,673 29.3
Connecticut 7.8 183.6 5,705 90.3
New Hampshire 7.8 146.4 2,357 34.6
New Jersey 7.8 195.4 12,816 3144
Idaho 7.7 241.4 3,052 53.9

Safest states like Maine prove that low density and strong laws create a buffer against
dating dangers—lessons for the nation.
Peggy Bolcoa — Author of the Dating Safety Report 2025

4.3 Top-5 Most Dangerous US States

These states have DSI below 7.0, driven by high crime (FBI rates over 600 per 100,000 in some), scam surges
(e.g., Arizona's 14,862 reports), and losses (e.g., New Mexico's $56.6 million proxy). They represent ~10% of

population but 15% of national romance scam losses.

1. Alaska (DSI: 6.7)

e Key Metrics: Crime rate ~837.8 (inverted: 2.5); Complaints ~2,112 per million (inverted: 5.0); Median loss

~%$3,200 (inverted: 7.2).

e Why Dangerous?: Remote areas increase isolation risks, with FTC noting 1,671 imposter reports and
$26.9 million losses. FBI data shows high violent crime, up in rural states.

2. New Mexico (DSI: 6.9)

e Key Metrics: Crime rate ~780.5 (inverted: 3.0); Complaints ~2,200 per million (inverted: 5.0); Median loss

~%$3,500 (inverted: 6.5).

e Why Dangerous?: High crime correlates with app-related assaults; IC3 losses $76.6 million.




3. Louisiana (DSI: 7.1)

e Key Metrics: Crime rate ~628.6 (inverted: 4.2); Complaints ~1,860 per million (inverted: 5.5); Median loss
~$3,500 (inverted: 7.5).
e Why Dangerous?: 8,547 imposter reports (FTC), $89.4 million losses.

4. Tennessee (DSI: 7.1)

e Key Metrics: Crime rate ~621.6 (inverted: 4.3); Complaints ~1,380 per million (inverted: 6.2); Median loss
~$3,200 (inverted: 6.8).
e Why Dangerous?: Rising scams, $157.2 million proxy losses.

5. Arizona (DSI: 7.1)

e Key Metrics: Crime rate ~484.8 (inverted: 5.5); Complaints ~1,878 per million (inverted: 5.4); Median loss
~%$4,000 (inverted: 6.6).
e Why Dangerous?: 13,770 reports, $336.7 million losses (FTC).

Dangerous State DSI Crime Rate (per 100Kk) Scarrllr::s:tr::)(FTC Total Fra:'i)lz;)s ses ($M,
Alaska 6.7 837.8 1,671 26.9
New Mexico 6.9 780.5 4,656 56.6
Louisiana 7.1 628.6 8,547 89.4
Tennessee 7.1 621.6 9,743 157.2
Arizona 7.1 484.8 14,862 336.7

Dangerous states like Alaska reveal how isolation fuels scams—urgent need for targeted
awareness campaigns.
Peggy Bolcoa — Author of the Dating Safety Report 2025

5. Dating Safety Index in Global Regions



5.1 Overview of the DSI Framework for Global Regions

The Dating Safety Index (DSI) extends its application beyond the United States to evaluate online dating
safety in key global regions: Asia, Europe, and South America. This analysis focuses on popular countries
within each region, selected based on high online dating adoption rates and user bases, as reported in
global market insights where 381 million people used dating apps worldwide in 2024, projected to rise to
452.47 million by 2028. The regional DSl is calculated as an average of country-level scores, using the same
six normalized factors (0-10 scale, higher = safer) as the US model: inverted crime levels, inverted scam
complaints/fraud risks, human rights protections, legal safety for daters (including foreigners), and cultural
freedom/stigma. Adverse factors like crime and scams are inverted for consistency.

Global averages reveal disparities: Asia scores 5.9 (moderate risk), influenced by high stigma and fraud hubs
in Southeast Asia; Europe at 7.5 (safe), bolstered by strong privacy laws like GDPR; and South America at 5.7
(moderate), hampered by elevated crime and inequality. These scores draw from 2024-2025 data, amid a
global romance scam surge—losses estimated at $1.03 trillion in 2024 alone, with a 20% increase in reports
in Q1 2025 versus Q1 2024. Internationally, 1-3% of Europeans report romance scam victimization, while Asia
sees higher rates due to scam centers trafficking victims from 66 countries as of March 2025.

The framework adapts US metrics for global contexts: scam data incorporates victim shares from Statista
surveys (e.g., 2023 global encounters), while legal risks account for foreigner-specific vulnerabilities like data
privacy restrictions in countries of concern (e.g., China, Russia). This ensures comparability, with min-max
normalization across all countries for equity [11].

Global DSI highlights how cultural and legal barriers amplify dating risks—Asia's
moderate 5.9 score underscores the need for international cooperation against
scam networks.

Peggy Bolcoa — Author of the Dating Safety Report 2025

5.2 Data Sources, Normalization, and Limitations

Data is sourced from open, authoritative platforms to maintain transparency and replicability. Key sources
include:

e Crime Levels: Numbeo Crime Index (2025 mid-year estimates), providing crowd-sourced safety
perceptions on a 0-100 scale (higher = more crime), inverted for DSI. For example, Brazil's index of ~65
translates to an inverted score of 3.5 [3].

e Scam Complaints/Fraud Risks (Inverted): Statista global romance scam encounter shares (2023,
updated for 2024 trends), normalized per population and inverted; supplemented by Moody's data on
scam profiles (e.g., US 38%, Nigeria second in 2024). Victim rates range from 1-5% globally, with higher
in scam-origin countries like Philippines.

e Human Rights Protections: Freedom House Freedom in the World scores (2025), out of 100,
normalized to 0-10 (e.g., Japan's 96/100 = 9.6).



e Legal Safety for Daters: Assessed via qualitative reports on data privacy and foreigner risks, scored 0-
10 (higher safety); e.g., low in China due to US restrictions on data transfers to "countries of concern”
like China (effective 2025).

e Cultural Freedom/Stigma: World Values Survey (WVS Wave 7, 2017-2022, with 2024 updates) and Pew
Research attitudes, scored 0-10 (higher freedom); e.g., lower in conservative Asia where only 15-30%
view online dating positively [10].

Normalization: Raw values scaled min-max to 0-10, inverted for negatives, then averaged. Limitations: Scam
data underreported globally (e.g., only 4-7% victims report per FTC analogs); WVS lacks 2025 specificity,

relying on trends; regional averages mask intra-country variances.

5.3 DSI for Asia (Average: 5.9 - Moderate Risk)

Asia's DSl reflects diverse dynamics: low crime in East Asia contrasts with scam hubs in Southeast Asia,
where centers trafficked victims from 66 countries in 2025 [12]. High stigma from WVS data (e.g., traditional
values in India/China) lowers freedom scores. Popular countries analyzed: Japan, South Korea, China, India,
Thailand, Philippines.

Crime Index scam Victim Fraud Risk Ht.Jman Legal Safety Cultural
Share ) Rights .
Country (Numbeo, . (Moody's Trends, (Foreigner Freedom |
| ted (Statista, , ted (Freedom Risk WVS/P
nverted) Inverted) nverted) House) isks) ( ew)
10 .
Japan 8.0 (Index 7..5'(Low 1% 8.0 (Mlnl.mal 9.6 (96/100) 9.(? (Strong 7.5 (Moderate 8.3
~20) victims) profiles) privacy) acceptance)
South Korea 3'255()'ndex 7.0 (Low ~2%) 7.5/8.3 (83/100) 8.5 71 76
. 7.0 (Index 4.0 (High due to 3.0 (Data 2.0 (USbans |4.0 (High
China ~30) surveillance) restrictions) 0.9 (3/100) on data flow) |[stigma) 35
Sl
India ?455()”0'6)( 5.0 (~3-4% victims) 5.5/6.6 (66/100) 6 5/ 56
. 6.0 (Index 3.5 (Scam hubs,
Thailand ~40) 20% rise) 4|3.0(30/100) 5.5 5.5 4.6
I 4.5 (Index 3.0 (High
Philippines ~55) trafficking) 3.5(5.8 (58/100) 5 5| 4.5

Average DSI: 5.9. Thailand and Philippines drag the score, with Barclays noting 20% scam increase in 2025.

5.4 DSI for Europe (Average: 7.5 - Safe)




Europe benefits from robust protections, with low stigma (Pew: 55% positive views) and GDPR reducing

privacy risks. Russia's low freedom pulls the average down. Countries: UK, Germany, France, Italy, Spain,

Russia.
Crime Index Scam Victim | Fraud RI,Sk Ht_Jman Legal Safety Cultural
Share (Moody's Rights .
Country (Numbeo, . (Foreigner Freedom DsI
Inverted) (Statista, Trends, (Freedom Risks) (WVS/Pew)
Inverted) Inverted) House)
7.0 (High
~.30
UK 55 (Index 6'5(. 2.3/0 reports but [9.3(93/100) 9 8 7.6
~45) victims)
regulated)
S
Germany ?355()ndex 7 7.59.4 (94/100) 9.5 8.5 8.1
4.5l
France ~555()”dex 6 6.5/8.9 (89/100) 9 8 7.2
5.5(Ind
italy > 45()n & 6.5 7|9.0 (90/100) 8.5 7.5 7.3
6.5 (Ind
Spain ~35()n & 7 7.5/9.3(93/100) 9 8 7.9
Ol 4.5 (Political . i
Russia 6.0 (Index 5 (Po |‘F|ca 4(1.3(13/100) 30(Sanct.|ons 5 4
~40) repression) risks)

Average DSI: 7.5. UK reports rose 20% in Q1 2025, per Barclays.

5.5 DSI for South America (Average: 5.7 - Moderate Risk)

High crime dominates, with WVS showing moderate stigma (40% acceptance). Countries: Brazil, Argentina,

Mexico, Colombia, Chile.




Crime Index Scam Victim Fraud R',Sk Human Rights| Legal Safety Cultural
Share (Moody's .
Country (Numbeo, . (Freedom (Foreigner Freedom DsI
Inverted) (Statista, Trends, House) Risks) (WVS/Pew)
Inverted) Inverted)
Brazil 3.0 (Index ~70) 5.0 (~3%) 4.5|7.3(73/100) 6 6 53
Argentina 3.5 (Index ~65) 5.5 5/8.5 (85/100) 7 6.5 6
Mexico 4.5 (Index ~55) 45 416.0 (60/100) >-5 (Security 5.5 5
alerts)
Colombia 3.5 (Index ~65) 4 3.5|6.2 (62/100) 5 5 4.5
Chile 4.5 (Index ~55) 6 5.5(9.4 (94/100) 8 7 6.7

Average DSI: 5.7. Brazil's high crime links to app violence.

5.6 Key Insights and Trends in Global Online Dating Safety

e Regional Patterns: Europe's high DSI stems from GDPR, while Asia's low score ties to scam centers
(74% trafficked victims from Asia-Pacific). South America's inequality exacerbates risks.

e Scam Trends: 20% global rise in 2025, with Statista showing higher victim rates in developing nations.
Demographic Notes: WVS indicates gender inequality boosts stigma in India/China.
Policy Implications: US 2025 data rules restrict flows to China, impacting legal safety.

List of Countries by DSI Category (Across Regions):

e Safe (7.0+): Japan, South Korea, Germany, Spain, UK, France, Italy, Chile (8 countries).

e Moderate (4.0-6.9): India, Thailand, Philippines, Brazil, Argentina, Mexico, Colombia (7 countries).

e At Risk (Below 4.0): China, Russia (2 countries).

Asia's scam surge—20% up in 2025—demands global vigilance to protect
vulnerable daters. China's DSI 3.5 exposes surveillance risks for daters—swipe
safely abroad.
Peggy Bolcoa — Author of the Dating Safety Report 2025

6. Top-3 Safest and Most Dangerous Countries per Region

6.1 Overview of Selection Criteria and Significance




The top-3 safest and most dangerous countries per region are derived from the Dating Safety Index (DSI)
scores outlined in Section 4, which aggregate normalized metrics on inverted crime levels, inverted scam
complaints and fraud risks, human rights protections, legal safety for daters (including foreigners), and
cultural freedom/stigma. These rankings emphasize extremes within each region (Asia, Europe, South
America), highlighting countries where online dating is relatively secure or fraught with hazards. Safest
countries typically exhibit DSI scores above 7.0, characterized by low crime indices (below 40 on Numbeo),
strong human rights (Freedom House scores over 80/100), and minimal stigma, fostering environments
conducive to safe digital connections. Dangerous countries, with DSI below 5.0, often feature high crime
(Numbeo indices over 50), elevated scam victimization (e.g., 3-5% adult encounter rates per Statista), and
restrictive legal frameworks, increasing risks like fraud, privacy breaches, and physical harm during meetups
[4].

Rankings are informed by 2025 data, amid a global romance scam epidemic where losses reached $1.3
billion (up from $547 million in 2021), with victims from 66 countries trafficked into scam centers,
predominantly in Asia-Pacific regions (74% of cases). Moody's reported 1,193 new romance scam profiles in
2024, with the US (38%) and Nigeria leading, but global victimization shares vary: 1-3% in Europe vs. higher in
developing nations per Statista. The significance is practical: Pew Research notes 55% positive attitudes
toward online dating in low-stigma Europe, contrasting with Asia's traditional values (World Values Survey
Wave 7), where stigma amplifies isolation risks. Legal risks for foreigners, such as US data transfer bans to
"countries of concern" like China (effective 2025), further differentiate scores.

This section provides per-region breakdowns, including key metrics, explanations, and implications, to guide
international daters and inform cross-border policies.

6.2 Top-3 Safest and Most Dangerous Countries in Asia

Asia's regional DSI of 5.9 reflects moderate risks, driven by scam hubs in Southeast Asia (e.g., Philippines and
Thailand, where INTERPOL identified trafficking from 66 countries in 2025) and cultural stigma (World Values
Survey indicating low acceptance in conservative societies like India and China). Safest countries benefit from
low Numbeo crime indices (below 30) and high Freedom House scores (over 80/100), while dangerous ones
face high fraud (Statista victim shares up to 4%) and legal restrictions.

Top-3 Safest Countries in Asia:

1. Japan (DSI: 8.3)

o Key Metrics: Crime index ~20 (inverted: 8.0); Scam victim share ~1% (inverted: 7.5); Human rights
96/100 (9.6); Legal safety 9.0; Cultural freedom 7.5.

o Why Safe?: Japan's low crime (Numbeo) and strong privacy laws minimize risks, with minimal scam
profiles (Moody's trends) and moderate acceptance (Pew attitudes ~50% positive). Ideal for
foreigners, as no major data bans apply.

o Insights: Only ~1% victim encounters (Statista), making it a haven amid Asia's scam surge.

2. South Korea (DSI: 7.6)

o Key Metrics: Crime index ~25 (inverted: 7.5); Scam share ~2% (inverted: 7.0); Human rights 83/100
(8.3); Legal safety 8.5; Cultural freedom 7.0.

o Why Safe?: Robust regulations and low crime (Numbeo) align with high freedoms (Freedom House),
reducing stigma (World Values Survey trends). Low fraud risks for foreigners.

3. India (DSI: 5.6)



o Key Metrics: Crime index ~45 (inverted: 5.5); Scam share ~3-4% (inverted: 5.0); Human rights 66/100
(6.6); Legal safety 6.0; Cultural freedom 5.0.

o Why Safe?: Improving attitudes (Pew ~40% positive), but moderate crime (Numbeo) and rights
(Freedom House) edge it over scam-heavy peers.

Top-3 Most Dangerous Countries in Asia:

1. China (DSI: 3.5)

o Key Metrics: Crime index ~30 (inverted: 7.0); Scam share high (inverted: 4.0); Human rights 9/100
(0.9); Legal safety 2.0; Cultural freedom 4.0.

o Why Dangerous?: State surveillance and low freedoms (Freedom House) amplify risks, with US data
bans (2025 rule) restricting foreigner safety; high stigma (World Values Survey). Scam centers noted
(INTERPOL).

2. Philippines (DSI: 4.5)

o Key Metrics: Crime index ~55 (inverted: 4.5); Scam share high (inverted: 3.0); Human rights 58/100
(5.8); Legal safety 5.0; Cultural freedom 5.0.

o Why Dangerous?: Major scam hub (Moody's, INTERPOL trafficking), high crime (Numbeo Manila
64.5 proxy).

3. Thailand (DSI: 4.6)

o Key Metrics: Crime index ~40 (inverted: 6.0); Scam share ~3-5% (inverted: 3.5); Human rights 30/100
(3.0); Legal safety 5.5; Cultural freedom 5.5.

o Why Dangerous?: Scam rise 20% (Barclays), moderate rights (Freedom House).

Asia Country DSI Crime Index Scam Vict.im Share Human Rights
(Numbeo) (Statista) (Freedom House)

Japan (Safe) 8.3|~20 ~1% 96/100
South Korea (Safe) 7.6|~25 ~2% 83/100
India (Safe) 5.6|~45 ~3-4% 66/100
China (Dangerous) 3.5|~30 High 9/100

(PS;':]Z"::OGUSS) 4.5|~55 High 58/100
Thailand (Dangerous) 4.6(~40 ~3-5% 30/100




Asia's extremes—from Japan's safety to China's risks—demand awareness of scam
hubs trafficking victims globally.
Peggy Bolcoa — Author of the Dating Safety Report 2025

6.3 Top-3 Safest and Most Dangerous Countries in Europe

Europe's DSI of 7.5 indicates overall safety, supported by GDPR and low stigma (Pew ~55% positive views),
but Russia's repression lowers outliers. Safest have high freedoms (over 90/100), dangerous face sanctions
and high crime.

Top-3 Safest Countries in Europe:

1. Germany (DSI: 8.1)
o Key Metrics: Crime index ~35 (inverted: 6.5); Scam share ~2% (inverted: 7.0); Human rights 94/100
(9.4); Legal safety 9.5; Cultural freedom 8.5.
o Why Safe?: Low crime (Numbeo), strong protections (Freedom House), minimal stigma.
2. Spain (DSI: 7.9)
o Key Metrics: Crime index ~35 (inverted: 6.5); Scam share ~2% (inverted: 7.0); Human rights 93/100
(9.3); Legal safety 9.0; Cultural freedom 8.0.
o Why Safe?: Similar to Germany, with positive attitudes (Pew).
3. UK (DSI: 7.6)
o Key Metrics: Crime index ~45 (inverted: 5.5); Scam share ~2-3% (inverted: 6.5); Human rights 93/100
(9.3); Legal safety 9.0; Cultural freedom 8.0.
o Why Safe?: 20% scam rise but regulated (Barclays).

Top-3 Most Dangerous Countries in Europe:

1. Russia (DSI: 4.0)
o Key Metrics: Crime index ~40 (inverted: 6.0); Scam share high (inverted: 4.5); Human rights 13/100
(1.3); Legal safety 3.0; Cultural freedom 5.0.
o Why Dangerous?: Low freedoms (Freedom House), sanctions risks for foreigners.
2. France (DSI: 7.2)
o Key Metrics: Crime index ~55 (inverted: 4.5); Scam share ~3% (inverted: 6.0); Human rights 89/100
(8.9); Legal safety 9.0; Cultural freedom 8.0.
o Why Dangerous?: Higher crime (Numbeo Marseille 65.3 proxy).
3. Italy (DSI: 7.3)
o Key Metrics: Crime index ~45 (inverted: 5.5); Scam share ~3% (inverted: 6.5); Human rights 90/100
(9.0); Legal safety 8.5; Cultural freedom 7.5.
o Why Dangerous?: Moderate risks relative to peers.



Europe Country DSl Crime Index (Numbeo) Scam(s\iiac:iisnt\as)hare Human R;i:t:e()Freedom
Germany (Safe) 8.1|~35 ~2% 94/100
Spain (Safe) 7.9]~35 ~2% 93/100
UK (Safe) 7.6|~45 ~2-3% 93/100
Russia (Dangerous) 41~40 High 13/100
France (Dangerous) 7.2|~55 ~3% 89/100
Italy (Dangerous) 7.3|~45 ~3% 90/100

Europe's safety crown slips in Russia (DSI 4.0), where repression endangers daters—
contrast with Germany's 8.1.
Peggy Bolcoa — Author of the Dating Safety Report 2025

6.4 Top-3 Safest and Most Dangerous Countries in South America

South America's DSI of 5.7 signals moderate dangers from high crime (Numbeo indices over 60) and
inequality, with scam victimization ~3% (Statista) and varying stigma (World Values Survey ~40% acceptance).

Top-3 Safest Countries in South America:

1. Chile (DSI: 6.7)
o Key Metrics: Crime index ~55 (inverted: 4.5); Scam share ~2% (inverted: 6.0); Human rights 94/100
(9.4); Legal safety 8.0; Cultural freedom 7.0.
o Why Safe?: Highest freedoms (Freedom House), lower crime relative to peers.
2. Argentina (DSI: 6.0)
o Key Metrics: Crime index ~65 (inverted: 3.5); Scam share ~3% (inverted: 5.5); Human rights 85/100
(8.5); Legal safety 7.0; Cultural freedom 6.5.
o Why Safe?: Positive trends in attitudes (Pew proxy).
3. Brazil (DSI: 5.3)



o Key Metrics: Crime index ~70 (inverted: 3.0); Scam share ~3% (inverted: 5.0); Human rights 73/100
(7.3); Legal safety 6.0; Cultural freedom 6.0.
o Why Safe?: Large user base but moderate risks.

Top-3 Most Dangerous Countries in South America:

1. Colombia (DSI: 4.5)
o Key Metrics: Crime index ~65 (inverted: 3.5); Scam share ~4% (inverted: 4.0); Human rights 62/100
(6.2); Legal safety 5.0; Cultural freedom 5.0.
o Why Dangerous?: High crime (Numbeo), security alerts for foreigners.
2. Mexico (DSI: 5.0)
o Key Metrics: Crime index ~55 (inverted: 4.5); Scam share ~4% (inverted: 4.5); Human rights 60/100
(6.0); Legal safety 5.5; Cultural freedom 5.5.
o Why Dangerous?: App-related assaults (US alerts).
3. Brazil (DSI: 5.3)
o Key Metrics: As above.
o Why Dangerous?: High crime links to violence (Numbeo Salvador 76.7 proxy).

South America Country | Crime Index (Numbeo) Scarr:s\i:ttii:t\as)hare Human Rl-ilgollt:e()Freedom
Chile (Safe) 6.7|~55 ~2% 94/100
Argentina (Safe) 6(~65 ~3% 85/100
Brazil (Safe/Dangerous) 5.3|~70 ~3% 73/100
Colombia (Dangerous) 4.5(~65 ~4% 62/100
Mexico (Dangerous) 5|~55 ~4% 60/100

South America's Chile shines at DSI 6.7, but Colombia's 4.5 warns of crime
intersecting with digital vulnerabilities. Russia's DSI 4.0 marks Europe's danger
zone—repression and risks for daters abroad.

Peggy Bolcoa — Author of the Dating Safety Report 2025



7. Custom Analyses: Comparisons, Risks, and Insights

7.1 US vs. Global Regions

The Dating Safety Index (DSI) facilitates direct comparisons between the United States (average DSI: 7.4,
classified as safe) and the analyzed global regions, revealing how structural, cultural, and economic factors
influence online dating risks. The US outperforms Asia (DSI: 5.9, moderate) and South America (DSI: 5.7,
moderate) but aligns closely with Europe (DSI: 7.5, safe), primarily due to robust federal regulations like FTC
oversight, which reported $823 million in romance scam losses for 2024, down from $1.14 billion in 2023. In
contrast, global romance scams escalated to $1.03 trillion in losses by 2024, with a projected 20% rise in
reports for Q1 2025 versus Q1 2024, disproportionately affecting regions with weaker protections.

Compared to Asia, the US benefits from lower cultural stigma—Pew Research shows 48% of Americans view
online dating as safe, versus only 15-30% in conservative Asian societies like India and China, where
traditional values amplify isolation and vulnerability to scams. Asia's moderate DSl is dragged down by scam
hubs in Thailand and the Philippines, where INTERPOL identified trafficking of victims from 66 countries for
fraud operations in 2025, contributing to higher victimization rates (3-5% adult encounters per Statista).
Europe's edge over the US stems from GDPR privacy laws, reducing data breaches that fuel scams; for
instance, only 1-3% of Europeans report romance scam encounters, compared to higher US figures where
older adults lost $389 million in 2024. South America's lower DSI reflects pervasive crime—Numbeo indices
over 60 in Brazil and Colombia correlate with app-related violence, including kidnappings linked to dating
apps, as warned by US embassies in 2025.

A comparative table illustrates these disparities:

Scam Loss Trend

Region Average DSI Key Strength Key Weakness (2024-2025)
us 7.4 (Safe) Strong FTC regulations || 8" 80SOlUtel0sses —1p o g0 from 2023
($823M)
Asia 5.9 (Moderate) Low crime in East Asia |Scam hubs & stigma Up 20% in Q1 2025

Rising reports (20% in

Europe 7.5 (Safe) GDPR privacy UK)

Stable, low victimization

High crime & Surge in app-linked

South America 5.7 (Moderate) Improving attitudes kidnappings incidents




Data from Barclays and Statista highlight the 20% global scam rise, with Al enabling more sophisticated
fraud in vulnerable regions.

The US's DSI advantage over Asia and South America underscores how cultural
stigma and weak enforcement create scam breeding grounds—global policy
harmonization is essential.

Peggy Bolcoa — Author of the Dating Safety Report 2025

7.2 Unique Risks

Each region presents distinctive hazards shaped by local contexts, as evidenced by 2025 reports. In Asia,
cultural stigma exacerbates risks: a LanaDate survey in Southeast Asia found 80% of young users prioritize
safety features, yet women in India face significant harassment on apps, forcing self-developed safety
strategies like "red flag" detection. China's surveillance lowers legal safety, with US data bans (2025)
restricting foreigner interactions and increasing privacy breaches. Russia's political repression in Europe
poses threats to LGBTQ+ daters, with Freedom House scores at 13/100 amplifying discrimination risks amid
sanctions. In South America, high crime intersects with dating: US embassies warned of kidnappings via apps
in Mexico (confirmed reports of US citizens abducted in 2025) and Colombia (8 suspicious deaths in 2024,
extending trends). Brazil's Numbeo index of ~70 correlates with app-linked robberies, per Statista, where
general safety concerns tie to fraud and violence.

Al's role amplifies these: Turing research notes Al scaling romance scams globally, making detection harder
in high-risk areas like Asia's scam centers. Quote from Kaspersky: "55% of online daters experience threats,
from IT security to harmful meetings."



South America 55% positive attitudes (user
. penetration 3.9%; low victimization
at 1-3%)

48% view as safe (3in 10 adults

[ have used apps; higher among
younger users, but 62% of 65+ see
it as unsafe)

. 40% (user penetration 6.7%;
moderate due to crime concerns)

30% trust (stigma-driven,

0 traditional values lower
acceptance; penetration projected
to 4.3% by 2029)

Figure 3 — Trust and Perception of Safety in Online Dating by Region

South America's app-kidnapping spikes and Asia's Al-fueled scams demand adaptive
protections—ignorance isn't bliss in digital romance.
Peggy Bolcoa — Author of the Dating Safety Report 2025

7.3 Insights from Forums

User-generated content on platforms like Reddit and Quora provides qualitative depth, echoing quantitative
risks. On Reddit, a 2025 thread in r/OnlineDating laments apps' oversaturation, with users feeling
"miserable" due to validation-seeking over genuine connections, mirroring global fatigue (e.g., Tatler Asia
reports quitting trends). In r/Scams, a victim shared realizing a romance scam after months, highlighting
grooming tactics common in Asia and the US. Quora users in 2025 discuss international dating risks, warning
of "baggage" and fraud, with one noting apps' paywalls exacerbate desperation perceptions. A Kolkata-
focused Reddit guide advises cafe meetups to avoid scams, reflecting South America's drugging warnings
[13][141[15][16].

These insights align with Kaspersky's findings on 55% threat exposure, emphasizing proactive safety.



Forum stories reveal the human cost—oversaturated apps breed scams, but shared
experiences empower safer choices.
Peggy Bolcoa — Author of the Dating Safety Report 2025

8. Conclusions and Recommendations

8.1 Key Conclusions

The Dating Safety Index (DSI) analysis reveals a complex landscape of online dating risks, with the United
States demonstrating relative safety (average DSI 7.4) compared to global regions, yet persistent
vulnerabilities persist across all areas. In the US, states like Maine (DSI 8.3) exemplify safe environments due
to low crime and minimal scam reports, while high-risk areas such as Arizona (DSI 6.8) highlight elevated
fraud, where victims lost over $336 million in proxy losses from imposter scams. Globally, Europe's DSI of 7.5
positions it as the safest region, benefiting from strong privacy regulations like GDPR, whereas Asia (DSI 5.9)
and South America (DSI 5.7) face amplified threats from scam hubs and high crime, as seen in China's low
score (DSI 3.5) driven by surveillance and stigma. These disparities underscore how cultural, legal, and
economic factors exacerbate risks, with global romance scam losses reaching $1.03 trillion in 2024, a trend
continuing into 2025 with a 20% rise in reports. Custom analyses in Section 7 further illustrate regional
patterns, such as Asia's trafficking of victims from 66 countries into scam operations, contributing to higher
victimization rates (3-5% in Southeast Asia per Statista data).

Victim demographics remain consistent: middle-aged adults (40-69) are most affected, comprising 34%
higher risk groups, with platforms like Facebook and Tinder facilitating 40-50% of scams. The surge in Al-
driven fraud, noted in 2025 reports where 55% of daters encounter suspicious profiles weekly, amplifies
these issues, turning hopeful connections into exploitative traps. Overall, while online dating adoption grows
—381 million users worldwide in 2024—the DSI emphasizes that safety is not uniform, with 56% of women
under 50 receiving unsolicited explicit content, eroding trust and highlighting the need for proactive
measures.

8.2 Recommendations

To mitigate the risks identified in Sections 3-7, targeted recommendations are proposed for users, platforms,
and policymakers, grounded in 2025 insights where two-thirds of dating app users express safety concerns.

For Users: Prioritize verification and vigilance—conduct reverse image searches and limit personal data
sharing, as 40% of daters have been targeted by scams. Meet in public places and enable location sharing
with trusted contacts, especially in high-risk areas like South America's Colombia (DSI 4.5), where app-linked
kidnappings surged in 2024-2025. Avoid suspicious profiles weekly encountered by over half of users, and
report to authorities like the FTC, which handled 64,003 romance scam reports in 2023, down slightly in
2024.



For Platforms: Implement Al detection for fake profiles, mandatory identity verification, and enhanced
reporting tools, addressing the 35% prevalence of catfishing noted in 2025 surveys. Collaborate on
international standards to combat scam hubs, as seen in Asia where 74% of trafficked victims originate from

the region.

For Policymakers: Strengthen cross-border enforcement against fraud, expanding FTC-like reporting
globally, and mandate safety education, given that 62% of older Americans view online dating as unsafe.
Invest in awareness campaigns to counter the 20% scam increase in Q1 2025.

From US disparities (Section 3) to global scam surges (Section 5), safe dating requires

action—users verify, platforms protect, policies enforce.
Peggy Bolcoa — Author of the Dating Safety Report 2025



References

This section compiles a comprehensive bibliography of all primary sources referenced throughout the
report, formatted according to established academic standards for transparency and replicability. Sources
include official reports, surveys, indices, and user-generated content from forums, with access dates noted

as August 16, 2025, reflecting the report's compilation timeline. Each entry provides direct links to the
original materials, enabling readers to verify data and explore further. The selection prioritizes authoritative,
open-access resources to support the Dating Safety Index (DSI) calculations and analyses.

Official Reports and Data Sources

1.

10.

11.

12.

Federal Trade Commission. 2024. Consumer Sentinel Network Data Book 2024. Report.
https://www.ftc.gov/system/files/ftc gov/pdf/csn-annual-data-book-2024.pdf. Accessed August 14, 2025.
Internet Crime Complaint Center. 2024. IC3 Annual Report. Report.
https://www.ic3.gov/AnnualReport/Reports/2024 IC3Report.pdf. Accessed August 14, 2025.

Numbeo. 2025. Crime Index by City 2025 Mid-Year. Database.
https://www.numbeo.com/crime/rankings.jsp. Accessed August 14, 2025.

Numbeo. 2025. Crime Index by Country 2025 Mid-Year. Database.
https://www.numbeo.com/crime/rankings by country.jsp. Accessed August 14, 2025.

Freedom House. 2025. Freedom in the World 2025. Report.
https://freedomhouse.org/sites/default/files/2025-02/FITW_World 2025 Feb.2025.pdf. Accessed August
15, 2025.

Reporters Without Borders. 2025. World Press Freedom Index 2025. Index. https://rsf.org/en/index.
Accessed August 15, 2025.

Human Rights Watch. 2025. World Report 2025. Report. https://www.hrw.org/world-report/2025.
Accessed August 15, 2025.

Pew Research Center. 2023. From Looking for Love to Swiping the Field: Online Dating in the U.S. Survey
Report. https://www.pewresearch.org/internet/2023/02/02/from-looking-for-love-to-swiping-the-field-
online-dating-in-the-u-s/. Accessed August 15, 2025.

Pew Research Center. 2023. Americans' Views on Online Dating. Survey Report.
https://www.pewresearch.org/internet/2023/02/02/americans-views-on-online-dating/. Accessed August
16, 2025.

World Values Survey. 2024. WVS Wave 8 (2024-2026) Master Questionnaire. Survey Data.
https://www.worldvaluessurvey.org/documents/WVS-8 QUESTIONNAIRE V11 _FINAL Jan 2024.pdf.
Accessed August 16, 2025.

Statista. 2024. Share of Online Dating Service Users in the United States Who Have Been a Victim of a
Romance Scam as of February 2024, by Gender. Statistics.
https://www.statista.com/statistics/1481218/us-online-dating-service-users-scams-by-gender/. Accessed
August 16, 2025.

United Nations Office on Drugs and Crime. 2025. Inflection Point: Global Implications of Scam Centres,
Underground Banking and lllicit Online Marketplaces in Southeast Asia. Report.
https://www.unodc.org/roseap/uploads/documents/Publications/2025/Inflection_Point 2025.pdf.
Accessed August 16, 2025.

Forum and User-Generated Sources

1.

u/AnonymousUser2025. Reddit. "Anyone else feels like 2025 has been pretty miserable with online
dating?". July 6, 2025.


https://www.ftc.gov/system/files/ftc_gov/pdf/csn-annual-data-book-2024.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/csn-annual-data-book-2024.pdf
https://www.ic3.gov/AnnualReport/Reports/2024_IC3Report.pdf
https://www.ic3.gov/AnnualReport/Reports/2024_IC3Report.pdf
https://www.numbeo.com/crime/rankings.jsp
https://www.numbeo.com/crime/rankings.jsp
https://www.numbeo.com/crime/rankings_by_country.jsp
https://www.numbeo.com/crime/rankings_by_country.jsp
https://freedomhouse.org/sites/default/files/2025-02/FITW_World_2025_Feb.2025.pdf
https://freedomhouse.org/sites/default/files/2025-02/FITW_World_2025_Feb.2025.pdf
https://rsf.org/en/index
https://rsf.org/en/index
https://www.hrw.org/world-report/2025
https://www.hrw.org/world-report/2025
https://www.pewresearch.org/internet/2023/02/02/from-looking-for-love-to-swiping-the-field-online-dating-in-the-u-s/
https://www.pewresearch.org/internet/2023/02/02/from-looking-for-love-to-swiping-the-field-online-dating-in-the-u-s/
https://www.pewresearch.org/internet/2023/02/02/from-looking-for-love-to-swiping-the-field-online-dating-in-the-u-s/
https://www.pewresearch.org/internet/2023/02/02/americans-views-on-online-dating/
https://www.pewresearch.org/internet/2023/02/02/americans-views-on-online-dating/
https://www.worldvaluessurvey.org/documents/WVS-8_QUESTIONNAIRE_V11_FINAL_Jan_2024.pdf
https://www.worldvaluessurvey.org/documents/WVS-8_QUESTIONNAIRE_V11_FINAL_Jan_2024.pdf
https://www.statista.com/statistics/1481218/us-online-dating-service-users-scams-by-gender/
https://www.statista.com/statistics/1481218/us-online-dating-service-users-scams-by-gender/
https://www.unodc.org/roseap/uploads/documents/Publications/2025/Inflection_Point_2025.pdf
https://www.unodc.org/roseap/uploads/documents/Publications/2025/Inflection_Point_2025.pdf
https://www.reddit.com/r/OnlineDating/comments/1lt9hby/anyone_else_feels_like_2025_has_been_pretty/

https://www.reddit.com/r/OnlineDating/comments/11t9hby/anyone else feels like 2025 has been pret
ty/. Accessed August 14, 2025.

u/DatingAdviceSeeker. Reddit. "Is anyone over dating in 2025?". May 22, 2025.
https://www.reddit.com/r/dating_advice/comments/1kstt80/is_anyone over dating in 2025/. Accessed
August 14, 2025.

SafeLoveExpert. Quora. "l am looking for Asian singles and these apps are a shameless scam. Are there
any ideas?". December 28, 2024. https://www.quora.com/l-am-looking-for-Asian-singles-and-these-apps-
are-a-shameless-scam-Are-there-any-ideas. Accessed August 15, 2025.

. AsianDatingExpert. Quora. "Why do many Chinese women chat you in dating apps or social media? Is
this a scam?". January 23, 2024. https://www.quora.com/Why-do-many-Chinese-women-chat-you-in-
dating-apps-or-social-media-Is-this-a-scam-to-trick-you-into-having-a-relationship-and-pull-out-money-
from-you. Accessed August 16, 2025.



https://www.reddit.com/r/OnlineDating/comments/1lt9hby/anyone_else_feels_like_2025_has_been_pretty/
https://www.reddit.com/r/OnlineDating/comments/1lt9hby/anyone_else_feels_like_2025_has_been_pretty/
https://www.reddit.com/r/dating_advice/comments/1kstt80/is_anyone_over_dating_in_2025/
https://www.reddit.com/r/dating_advice/comments/1kstt80/is_anyone_over_dating_in_2025/
https://www.quora.com/I-am-looking-for-Asian-singles-and-these-apps-are-a-shameless-scam-Are-there-any-ideas
https://www.quora.com/I-am-looking-for-Asian-singles-and-these-apps-are-a-shameless-scam-Are-there-any-ideas
https://www.quora.com/I-am-looking-for-Asian-singles-and-these-apps-are-a-shameless-scam-Are-there-any-ideas
https://www.quora.com/Why-do-many-Chinese-women-chat-you-in-dating-apps-or-social-media-Is-this-a-scam-to-trick-you-into-having-a-relationship-and-pull-out-money-from-you
https://www.quora.com/Why-do-many-Chinese-women-chat-you-in-dating-apps-or-social-media-Is-this-a-scam-to-trick-you-into-having-a-relationship-and-pull-out-money-from-you
https://www.quora.com/Why-do-many-Chinese-women-chat-you-in-dating-apps-or-social-media-Is-this-a-scam-to-trick-you-into-having-a-relationship-and-pull-out-money-from-you
https://www.quora.com/Why-do-many-Chinese-women-chat-you-in-dating-apps-or-social-media-Is-this-a-scam-to-trick-you-into-having-a-relationship-and-pull-out-money-from-you

